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(Image	credit:	Shutterstock)	Most	people	use	a	virtual	private	network	(VPN)	to	browse	the	web	securely	away	from	home	and	work	their	way	around	restrictions	on	region-specific	content	or	websites.	So	it's	no	surprise	that	you	might	want	one	on	your	Android	smartphone.There	are	lots	of	scenarios	in	which	you	might	use	a	VPN	for	such	purposes,
for	example,	when	logging	on	to	a	public	(and	unsecured)	Wi-Fi	networks	or	logging	into	your	Netflix	account	when	abroad.	Of	course,	you	won’t	always	have	a	laptop	with	you	and	may	be	carrying	only	your	Android	phone.	In	such	cases,	you	might	want	to	consider	downloading	an	Android	VPN	app.See	also:	our	dedicated	list	of	the	best	working
Netflix	VPNIs	it	worth	downloading	a	VPN	on	my	Android?There	are	two	major	reasons	why	a	mobile	VPN	app	installed	on	your	Android	phone	can	be	of	benefit:	internet	security	and	circumnavigating	geographical	restrictions.	If	you	travel	a	lot	and	want	to	enjoy	your	favorite	streaming	services,	like	Netflix,	BBC	iPlayer,	or	Amazon	Prime	while	on
the	road,	a	VPN	app	for	your	smartphone	could	be	very	useful.	A	good	VPN	app	will	trick	the	streaming	service	you're	trying	to	access	into	thinking	that	you	are	still	in	a	legitimate	geographical	location	by	routing	your	request	through	an	intermediary	server	in	the	desired	region.	Do	you	often	log	on	to	public	Wi-Fi	networks	with	your	Android	phone?
You	should	probably	think	about	securing	your	data.	With	so	much	information	stored	on	your	phone,	from	login	details	to	online	accounts	to	personal	financial	information,	it’s	a	good	idea	to	get	some	extra	protection.Of	course	getting	hold	of	Android	antivirus	makes	sense,	but	with	a	VPN	you	can	ensure	your	data	is	encrypted	and	almost	impossible
to	access	-	even	if	you	are	logged	on	to	a	public	network	with	questionable	security	features.	That	means	as	close	to	true	online	anonymity	as	you	can	get.ExpressVPN	is	our	top	rated	#1	VPN	for	Android	phones	(Image	credit:	Future)	(opens	in	new	tab)What	kind	of	VPN	app	is	best	for	my	Android?There	are	lots	of	VPN	providers	out	there,	from	free
VPN	services	to	iOS	users	that	require	iPhone	VPNs.	Of	course,	Android	users	are	no	exception	and	that's	why	we've	compiled	our	dedicated	guide	to	the	best	Android	VPNs	available	today.Do	your	research	and	choose	an	app	that	works	best	with	your	Android	phone	from	our	guide.	And	be	aware	there	can	be	a	large	disparity	between	the	price	of
these	services,	so	be	sure	to	look	at	competing	products	before	deciding	on	a	winner.In	short,	you'll	want	a	service	where	the	devs	have	really	thought	about	how	the	VPN	should	work	smoothly	and	intuitively	on	Android.	It's	also	worth	looking	out	to	see	whether	the	provider	your	eyeing	up	has	a	custom	kill	switch	for	Androids	-	an	extra	layer	of
protection	that	not	all	VPN	apps	are	able	to	offer.Do	I	need	to	download	a	VPN	app	for	my	Android	phone?Installing	a	VPN	app	on	your	Android	is	never	a	bad	idea.	It	will	not	only	make	browsing	safer,	particularly	when	logged	into	public	Wi-Fi	networks,	but	also	allow	you	to	access	content	restricted	to	specific	regions.	And	the	best	VPNs	won't	bog
down	your	device's	memory,	either.Before	you	go	ahead	and	download	the	app,	though,	you	need	to	ask	yourself	how	often	you’ll	need	to	use	it.	If	you’re	a	regular	traveler,	keen	to	access	content	available	at	home	on	the	go,	or	someone	that	frequently	connects	to	unsecured	Wi-Fi	networks,	then	we'd	seriously	suggest	you	download	an	app.Read
more:	(Image	credit:	Mozilla)	We've	known	about	Mozilla's	VPN	service	for	a	little	while	now,	and	now	the	company	has	released	an	Android	app	for	beta	testing.Mozilla	has	already	released	a	browser	extension	for	Firefox	(opens	in	new	tab)	that	provides	free	access	to	the	service	in	the	US,	but	apps	for	Android,	iOS,	Windows,	macOS,	Linux	and
Chromebook	are	also	planned.The	monthly	cost	is	currently	set	at	$4.99	(about	£4	/	AU$7),	but	Mozilla	describes	this	as	a	"limited-time	beta	pricing",	so	it's	safe	to	assume	that	this	will	increase	when	the	service	launches	properly.The	apps	serve	as	true	VPNs	and	offer	full-device	protection;	they	aren't	just	proxies	that	handle	data	from	your	web
browser.	They	can	be	used	to	protect	up	to	five	devices	as	part	of	the	monthly	fee,	and	Mozilla	says	you'll	be	able	to	choose	from	servers	in	more	than	30	countries.Join	the	queueYou	can	download	the	Android	app	from	Google	Play	(opens	in	new	tab)	if	you	have	an	invite	to	the	beta	program,	which	you	can	sign	up	for	here	(opens	in	new	tab)	–	but
bear	in	mind	that	there	is	currently	a	waiting	list.If	you	make	it	to	the	top	of	the	waiting	list,	Mozilla	will	also	provide	access	the	Windows	10	app.	Beta	apps	will	also	be	made	available	for	other	platforms,	but	Mozilla	hasn't	yet	indicated	when	these	may	be	released.Looking	for	a	free	VPN?	Check	out	our	guide	to	the	bestVia	Android	Police	(opens	in
new	tab)	What	VPN	would	you	recommend	for	an	Android	user	who	uses	public	WiFi	quite	often	and	wants	to	buff	up	their	security?	Welcome	to	our	“Got	Answers?”	series	(which	is	normally	published	each	Thursday)	where	we	are	helping	fellow	members	get	answers	to	their	tech	questions.	Are	you	the	one	who	can	offer	advice	or	tips	to	help	your
fellow	member	with	their	questions?	Do	you	have	your	own	tech	questions?	Post	them	in	our	forums	where	you	can	receive	answers	from	your	fellow	members.	You	use	public	WiFi	on	your	Android	device	quite	often,	however,	in	this	day	and	age,	you	want	to	be	more	secure,	so	you	are	looking	for	a	VPN	to	install.	This	is	where	TechRepublic	member
indigofurr	has	found	themselves	and	has	turned	to	the	TechRepublic	community	for	assistance	in	helping	them	figure	out	which	VPN	to	use.	TechRepublic	member	indigofurr	writes,	“I’m	looking	for	a	VPN	service	for	my	Android	since	I’m	on	public	WiFi	a	lot	and	want	to	buff	up	my	protection.	Right	now	I’m	considering	Surfshark	because	it	uses
IKEv2	protocol	and	it’s	stated	that	it	drains	less	of	your	phone	battery.	I	searched	but	couldn’t	really	find	other	VPNs	that	offer	IKEv2	for	Androids,	maybe	you	have	some	recommendations	so	I	can	do	a	comparison?”	Are	you	able	to	help	indigofurr	with	their	question?	Simply	click	the	“Answer	This”	button	below:	The	TechRepublic	Forums	is	a
community	of	IT	Experts,	where	you	can	go	to	seek	advice,	share	your	knowledge,	brainstorm,	shoot	the	breeze	and	enjoy	the	camaraderie	of	your	IT	peers.	So,	if	you	haven’t	already	–	be	sure	to	check	out	the	forums	today!	More	Tech	Help	Questions	from	the	TechRepublic	Forums	See	Also:	Previous	“Got	Answers?”	Question(s)	When	you	plug	your
iPhone	into	your	PC	and	look	under	My	Computer,	you’ll	see	it	show	up	under	Scanners	and	Cameras	in	Windows,	but	if	you	want	to	drag	and	drop	other	types	of	files	to	and	from	your	device	you’re	out	of	luck.	Android	phones,	on	the	other	hand,	let	you	treat	them	just	like	USB	drives.	(Note	that	this	procedure	is	not	identical	for	all	Android
phones.)Step	by	StepConnect	your	Android	phone	to	your	PC.On	your	Android	device,	slide	down	the	notification	drawer	and	tap	where	it	says	“USB	connected:	Select	to	copy	files	to/from	your	computer.”On	the	next	screen	select	Turn	on	USB	storage,	then	tap	OK.On	your	PC,	an	AutoPlay	box	should	appear.	Click	Open	folder	to	view	files.Drag	the
item(s)	you	want	to	transfer	from	your	PC’s	hard	drive	to	your	phone	by	moving	them	to	the	appropriate	folder	under	Removable	Disk.	(In	our	case,	we	moved	an	album’s	worth	of	songs	from	our	Music	folder	to	the	Media	folder	on	our	Android	phone.)Press	Stop	on	your	Android	phone	to	end	the	storage	session	before	disconnecting	the	cable.The
files	should	now	be	easily	accessible	on	your	phone.	For	instance,	once	we	opened	the	Music	player,	our	album	was	ready	to	play.	If	it’s	a	different	kind	of	file	you’re	looking	to	open,	try	downloading	the	Astro	File	Manager	app	to	locate	it.	Image:	CNET	Did	you	know	that	Google	has	a	VPN	for	Android?	It’s	called	Google	One	VPN,	and	it’s	secure,	fast,
and	incredibly	easy	to	use.	Google’s	take	on	the	VPN	offers	a	much-needed	layer	of	security	to	your	mobile	device,	especially	when	you’re	on	the	go.	The	Google	VPN	hides	your	IP	address	to	prevent	third-parties	from	tracking	you	and	doesn’t	use	the	VPN	connection	to	track	or	log	your	activity.	Even	better,	the	client	libraries	for	the	Google	One	VPN
are	open	source	and	the	end-to-end	systems	will	be	independently	audited	in	2021.	One	thing	that	the	Google	VPN	offers	that	many	other	solutions	cannot	match	is	that	there	is	next	to	no	noticeable	speed	reduction.	That	means	you	can	leave	the	VPN	running	at	all	times	without	it	interfering	with	your	mobile	experience.	But	how	do	you	use	this	tool?
Let	me	show	you.	SEE:	Identity	theft	protection	policy	(TechRepublic	Premium)	What	you’ll	need	As	of	this	writing,	the	Google	VPN	only	works	with	Android,	so	you’ll	need	an	Android	device–there	are	plans	to	add	iOS,	Windows,	and	macOS	clients	in	the	future.	You’ll	also	need	to	be	in	the	US,	as	the	VPN	is	currently	only	supported	in	that	region,
with	more	regions	coming	soon.	The	other	thing	you’ll	need	is	a	2	TB	(or	larger)	Google	Drive	plan.	That	plan	will	cost	you	$9.99/month,	but	if	you’re	a	Drive	power	user,	that’s	a	pretty	cheap	price,	given	the	amount	of	space	you’re	getting.	Plus,	you	get	the	VPN	service	added	on	top	of	that,	so	it’s	a	win-win.	How	to	install	the	Google	VPN	Client	Once
you’ve	upgraded	to	the	2	TB	Google	Drive	plan,	you	should	find	Google	VPN	added	to	Google	One	at	the	next	update.	If	you	don’t,	you	can	head	over	to	the	Google	Play	Store	and	either	install	Google	One	or	update	it	manually,	as	it	should	already	be	on	your	device.	How	to	use	the	Google	VPN	Client	Now	it’s	time	to	enable	that	VPN	client.	On	your
Android	device,	open	the	App	Drawer	and	launch	Google	One.	In	the	Google	One	app,	you’ll	see	an	entry	for	the	VPN.	To	enable	the	service,	tap	Enable	VPN	(Figure	A).	Figure	A	Enabling	the	Google	VPN	is	just	a	tap	away.	This	will	open	a	new	window,	where	you	must	tap	the	On/Off	slider	until	it’s	in	the	On	position	(Figure	B).	Figure	B	Enabling	the
Google	VPN.	When	prompted,	tap	OK	so	Google	can	set	up	the	VPN	connection	(Figure	C).	Figure	C	Okay	the	Google	VPN	connection.	You	should	see	a	small	key	icon	in	the	notification	bar	at	the	top	of	your	display	indicating	the	VPN	is	on	(Figure	D).	Figure	D	The	Google	VPN	is	now	enabled	and	is	securing	your	connection.	How	to	make	it	easier	to
enable/disable	Now	that	you	know	how	to	turn	the	VPN	on,	let’s	make	it	a	bit	easier.	Pull	down	your	notification	shade	twice	and	then	tap	the	pencil	icon	in	the	Quick	Tiles	window	(Figure	E).	Figure	E	The	Quick	Tiles	section	of	the	Android	notification	shade.	Locate	the	Google	VPN	tile,	then	tap	and	drag	it	into	the	Quick	Tiles	section	at	the	top.	Once
you	have	it	where	you	like	it,	tap	the	back	arrow	in	the	upper-left	corner	of	the	Quick	Tiles	section,	and	you’re	good	to	go.	You	can	now	enable/disable	the	Google	VPN	from	the	Quick	Tiles	section	of	the	notification	shade.	Speed	testing	the	VPN	After	enabling	the	VPN,	I	ran	a	quick	speed	test	comparison	(using	speedtest.net)	with	the	service	on	and
with	it	off.	The	results	are	telling:	With	VPN	on:	89.23	Mbps	With	VPN	off:	93.74	Mbps	Clearly	the	Google	One	VPN	doesn’t	reduce	your	networking	speeds	by	much.	In	fact,	it’s	hardly	noticeable,	which	is	a	huge	plus	for	a	VPN.	For	anyone	looking	to	find	a	VPN	that	is	as	performant	as	it	is	secure,	Google	One	VPN	might	be	exactly	what	you’re
looking	for.	Subscribe	to	TechRepublic’s	How	To	Make	Tech	Work	on	YouTube	for	all	the	latest	tech	advice	for	business	pros	from	Jack	Wallen.
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